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Your new photoTAN device at a glance

To offer you a highly secured and comfortable authorisation process in the Helaba Webbanking you’ll authorise
your payments with the new photoTAN device.

Prior to each transaction a photoTAN image (a square image with multi-coloured dots) will be displayed in Helaba
Webbanking that you simply scan with your new photoTAN device. Afterwards all relevant data for the transaction
(e.g. IBAN of the recipient, amount and currency) will be displayed on the screen of your photoTAN device. You
can easily verify the transaction data and authorise your payment order in Helaba Webbanking using the TAN
displayed on your photoTAN device.
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Activating your photoTAN device

In order to activate your device, you will require the following:

= Access to Helaba Webbanking at www.helaba.com

= The Helaba photoTAN device you want to activate

= Your activation letter with your personalised activation image
= Your user ID and

= Your initial password, should you be logging on to Helaba Webbanking for the first time. If you already have a
personal user password, use your current password when activating your device.

Helaba | L]

Private and confidential
<IN_ANREDE>

<IN Titel>
<TN_VORNAME=<TN_NACHNAME>
<KandenName>

<Teilnehmeradresse:-

‘Your new activation image for the photaTAN procedure
User pame: <Tsilnshmer-ID>

Daar <IN_TITEL><TN_NACHNAME>.

all find your

+ User ID and password
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Activating your photoTAN device

= Once you have all the required documents, you can begin the activation process.

= To do this, click on the link “l want to activate a photoTAN device” on the Helaba Webbanking login page.

Password

Remember my user ID

| want to activate a photoTAN device. | Demo login | System info |
Datenschuiz & DSGVO | Impressum
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Activation workflow / introduction

= You are now in the Activation Wizard, which will guide you through the activation process. After you have read
the introduction, you can confirm by clicking “Next”. Then, follow the step-by-step instructions of the Activation
Wizard.

PhotoTAN Device Activation / Introduction

Introduction

@ Welcome to the activation of your photoTAN device. This workflow guides you step by step through the activation process. The entire activation
takes only a few minutes
Before you start, please make sure that you have the following ready:

« If you activate your device for the first time or if your bank provided you with new credentials: the activation letter received from your bank with
the initial credentials (Personal user ID, Initial password, Activation graphic)

= If you want to activate or reactivate your device for the first time but already have a personal user password: the activabion letter with the
activation graphic

* Your photoTAN device you want to activate

During activation you will be asked to turn on your photoTAM device. Please follow exactly the instructions on the device.
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Activation workflow / access data

6
. PhotoTAN Device Activation / Credential
= User ID / password: You will now be prompted to ST mevke Actuaon THeeEnEE
Introduction Credentials
enter your user ID and password. Please use the
access data known to you. If you are logging on User 1D \
to Webbanking for the first time, use the initial
paSSWO rd from your access Ietter @ Please enter your user ID which you have received with the activation letter.
Password * @
| | DeV|Ce ID Your deV|Ce ID Can be found On the @ Please enter the initial passtWﬁM‘whlchyuuhaverecewedmmlneactlvatlunletler
If you already changed the initial password, please enter your personal password.
back of your new photoTAN device. Enter the
identifier, including the hyphens, in the field . -

(1) Please tumn on your photoTAN device now and use the device to scan the activation image
printed on the activation letter. The device will guide you through the activation

Please follow exactly the instructions on the device. The device will generate a response code,
‘which you must enter in the "Activation code™ field

% Device 1D °

@ Please enter here the |D of your device fo be activated. The device ID can be found on the
back of your photoTAN device.
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Activation workflow / activation code

= The activation code is generated using the activation image included in the activation letter. This activation
personalises your device and activates it in Helaba Webbanking.

= Please switch on the reader using the red button.

Important: For security reasons, the device switches itself off automatically after approx.
30 seconds.

If the device switches off during activation, please restart the activation process.

= Select the language of your device using the left-hand grey button and confirm by pressing “OK” (right-hand
grey button).
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Activation workflow / activation code

= After selecting the language, press ”Continue”.

= Point your device at the activation image in your activation letter at a distance of approx. 10 - 20 cm
there is sufficient light. The device scans automatically as soon as it has captured the image.

Mi Helaba Webbanking
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Pensinlich vertraulich

Herm
Helmut Mustermann
Musterfirma
Musterstrafie 5

60211 Frankfurt am Main

Aktivierung Ihres photoTAN-Lesegerits
Benuizername: <TeilnehmerID>

Sehr gashrtar Harr Mustarmann,
ambei edbalten Sis Thee parsopalisionts Altivienmesgesfil fir das photoTAN-

Verfshrn, [hr photoTAN-Lasagardt wird mit der unten shgebildatan Grafik
aaivien

Unm die Akfivierung vorzunchmen, gehen Sie bitte wie
folgt vor:

s Helsbs Webbanking inThrem Browser,

Wichfiger Hinweis: Bitts bewahren Sis Ihren Aktivisnmescods zut und sicher auf.
Die Guafik zur Abtivienung ist personalisien und ubegranzt giltlg, sie darf nicht in
dig Hinds Dritter gl

Mit Aktivierng des photoTAN-Lessgarits ekennen Sieausdricklich auch die
e Hilshe Webbenking Badingungen o, ¢z wit [inen zussmmen mirdem

Lesagacdt Gbersandt heben.

Zu allen Fragen nund vm b lekironische Anbindung steht Ihoen von montags bis
Seitags vor 07:30 Ukr bis 16:30 Ur vnsers Elsctioric Banking Hotlins talsfonisch
umter +42 (62) 9132-2510 oder per E-Mail tnter sbankina@helsha de zur
Verfigung.

Wit Seundlichen Grifin

Landsshark Hassen Thiringan

Diesas Schreiben wurde maschinell astellt und ist chne Unterscheift giltig.

. Make sure
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Activation workflow / activation code

= Before you are shown the activation code, a 4-
digit user-defined device PIN must be assigned.
You will not be prompted to enter your device
PIN when using Helaba Webbanking on a daily
basis. The device PIN is only required if you
want to delete the activation on the device.

Enter New PIN:

= After assigning the PIN, press the “OK” button.
To confirm, enter the PIN again and press the
OK button.

. . . PhotoTAN Device Activation / Credentials
= The activation code will now appear on your

device, which you must enter in the “Activation
code” field in Helaba Webbanking. After o I —
entering the activation code in Webbanking,
click on “Next“.

Introduction Credentials

@ Please enter your user ID which you have received with the activation letter

Password * &
@ Please enter the initial password, which you have received with the activation letter.
If you already changed the inifial password, please enter your personal password.
Activation code &
@ Please tumn on your photo TAN device now and use the device o scan the activation image

printed on the activation letter. The device will quide you through the activation

Please follow exactly the instructions on the device. The device will generale a response code,
which you must enter in the "Activation code” field.
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Activation workflow / activation code

10

= Now, please proceed step-by-step through the menu on the device and confirm your entries until you are
prompted to scan the second activation image in Webbanking.

PhotoTAN Device Activation / Confirmation

duction Cred ial Confi

@ Please scan the displayed graphic with your photoTAN device and enter the TAN displayed on the device. The entry of the TAN must finally be
confirmed on your device

Confirmation code

[ )
Laabe add el | _ Helaba|s
Helaba Webbanking




Activation workflow / confirmation
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= After entering the second activation code, the activation must be confirmed on the device. Activation on the
device is completed as soon as you receive the following message:

Thedevice is
activated

Continue

= After entering the TAN in Webbanking, click “Next”.
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Activation workflow / password (optional)
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= |If you have activated the device using the initial password in your access letter, you will be prompted to assign a
user-defined password in this step. Please note the password criteria listed here.

PhotoTAN Device Activation / Password

Password

New password

Confirm password

TAN confirmation

TAN

c

Password

........... ®
@& 1 uppercase El
Q 1 lower-ca: ract
@ 1 numeiic chara
@ 10t ha "
Allowed special characters are OAU6aaB +-=/=()&%17_ ;- _

Q Please create your new password. Please keep your personal password safe and do not

share your photoTAN device and personal password with anyone
ssssssssnns @
..... o &

= If you have activated the device with a user-defined password, this step is not required.

_MM.J. Helaba Webbanking
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Activation workflow / finishing the process
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= Activation of the photoTAN device is now complete. Please press the button “Finish” in Webbanking.

PhotoTAN Device Activation / Finalisation

Introduction Credentials Confirmation Password Finalisation

(i} Device activation completed
You have successfully completed the activation of your photoTAN device. You can now use the device to generate transaction numbers (TAMs).

Mote: the device can only be used after complete activation in onling banking as well as in the photaTAN device. If the activation was completed in
online banking, but not in the photo TAN device, you should have the activation deleted in online banking and activate the device again. If a device
was mistakenly deleted in online banking, you can simply parform a new activaton.

= You can now use your device to log in to Helaba Webbanking (using the OTP button) and to authorise payments
and orders using photoTAN.
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One-Time-Password (OTP) photoTAN
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= You generate an OTP (one-time password) when the = To scan a photoTAN, switch on the device by
reader is switched off by pressing the button pressing the red button. If the device was
marked "OTP". successfully activated, you can use the device to

scan directly after starting it.
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Troubleshooting
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= |If the device does not permit an OTP to be created or photoTAN images to be scanned, please repeat the
activation process.

Device not
activated.

Weiter
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Contact Electronic Banking
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= Qur Electronic Banking Hotline is available to answer any questions you may have about
your electronic banking connection from Monday to Friday from 7:30 a.m. to 4:30 p.m.

alll <! +49 69 / 9132 - 2510

@ Email: e-banking@helaba.de
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